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1 ObaacTs npumenenus

1.1 Hacrosimee TITonoskenue ONPCACJACT TMOPSIOK M OTBETCTBEHHOCTH 33
YUPaBIICHUA MHQOpMAlMell, NONyYeHHOH My CO3MaHHOW B XOHNEe BBINOJIHEHHUS
ACATEIBHOCTH OPTaHOM BaIMIALIUH WK BepupUKaium.

2 Tepmunb! u onpeaenenus

B Hactosimem [Tonoxenun uernons3osagss CJICAYIOLE TEPMUHBI U OITPe/iele HHS:

3aKA3YHK  —  OpraHW3alus WIM JIHI, 3alpaliMBarolllee  BaluJAlUI0 WU
BepHPHUKALHIO;

KOH(pHIEHUHATBLHOCTL HHOPMALHH — TpeDoBaHUe He pa3riamark HHpOpMaLIHIO
TPCTBUM JIMILIaM Oe3 cornmacus ee obajgarens, 00sI3aTeNIbHOE [IS BBINOMHEHMS JTULIOM,
Oy HMBILUM JIOCTYII K ONpe/IeTeHHON HH(OpMAIHM;

KOH(pUIeHUHANLHAS HHpOPMALHS — CBE/ICHUS B JI000H 00BEKTHBHOH (opme,
AOCTYIl K KOTOPBIM OTPAHHYMBAETCS B COOTBETCTBHU C [lonoxenuem u pasriamenue
KOTOPBIX MOXKET HAHECTH MaTepHalbHbIH, PeryTAMOHHEIH WIH UHOIL yiepd uHTepecam
OpraHy IO BamUIAlMM U BepU(DUKALHH, €ro paboOTHUKOB, U B OTHOLICHHUH KOTOpOit
Accounanueii «HIT KHUL[ CHI BBEJIEH PEIKUM KOH(DUIEHIIUATBHOCTH HH(pOPMaLH1H;

MpeanoaaraemMplii  NMo/Ib30BaTe b, NOTpeGHTENL — ¢usndeckoe nuo wWM
OpraHM3alMs, HIEHTH(OULUHUPOBAHHEIE B KAUeCTRe CYOBEKTOB, KOTOpbIC INPEIOCTARISIOT
uHpopmanuio 1o 11" u omuparoTres Ha 3Ty HHQOPMALIUIO TIPH IPUHSTHH peIIeHUH.

3 Oo61mue nostoskeHust

3.1 PykoBozmcTBO Oprama mo Bammmanmm u BEPU(DHKAIIUM TIAPHUKOBBIX [430B
Accoumamus  «HekoMmmepueckoe MapTHEpCTBO  KoopauHauoHHO-MH(GOPMALMOHHBIH
HEHTp rocynapcTB-yuyacTHUkoB CHI™ no cOmmkeHmo PETYJISITOPHBIX MIPAKTHK» (ganee —
Accotmamun «HIT KUI] CHI») FapaHTHPYeT, YTO KOH(MACHUHMAIbHAS MH(OpMAIHs,
TOJydeHHas UK CO3/laHHAs B IIPOLECCEe BHINOIHEHHS AeATeIbHOCTH 10 BaJIMJALUH UJIH
BEpU(DUKALHMH 3asBICHHI 110 TapHUKOBLIM ra3am, OXpaHsieTcs W He OyleT pasriiaimeHa.
Ilpu >TOoM oOpram no Bammpmanuu wu BEpU(HMKALMK 3apaHee MNpeICTABIAET 3aKa34uKy
CBEICHHA 00 HHPOPMALIHHU, KOTOPYIO OH HaMEepeH pasMECTUTb B OTKPBITOM JOCTYIIE.

3.1.1 Tloamucanuem AAOrOBOpA Ha OKa3aHHWE yCIyT MO BaIMJALMH MK BepU(DHKALUH
3asBJ€HHH 10 NAapPHUKOBBIM Tra3aM, 3aKa3yHK BBIPAJKAET COITNacHe C HACTOSIIEMY
[Tonoxkennro KOH(UICHIHAILHOCTH OpraHa 1o BalHIAUMK ¥ BePU(PUKALIMK MAPHUKOBBIX
rasoB. B ciydae Hecoriiacus 3akasuMka ¢ MOJIOKEHHSMU YKa3aHHBIX JTOKYMEHTOB
OKa3aHUs yCIyT N0 BaMAALMHI UITH BepUDUKALUN He3aMeITHTEIbHO IpeKpaliaercs.

3.2 PykoBoacTBo oOpraHa 1m0 BaTHIALMA U BepH(MUKALMH  rapaHTHpyeT
COOIIFO/ICHIE MEpCOHATIOM KOH()UIEHIHATEHOCTH BCel HHpOPMALUK, NMOJTYyYeHHOH WIIH
CO3/IaHHOH B MpOLIECCe OCYILECTBICHUS IeSTeNbHOCTH [0 BaluJalMK WM BepupUKaLUH,
KpOME  Tex cliyyaeB, KOrJa HHOE YCTAHOBIEHO 3aKOHOIATE/IbCTBOM Pocculickoii
Denepauun, Mocne 3aKIOYEHUs MEXIy OpTaHOM 10 BalMJaUMKd WU BepuPHMKALMU U
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TALAMH,  BOBIICYEHHBIMH B  JeSTeIbHOCTH IO Baluialud W Bepu(HKaimy,
COOTBETCTBYIOIMX COTMIAIIEHHH O KOHQHCHIUATDHOCTH,

3.3 Opran mo BallUlalul U BepUpUKAUH FapaHTHPYET HalW4YHe Bcex
HEOOXOMUMBIX  CPeiCcTB st OeszomacHoro  ofpamenus ¢ KOH(QUIEHLHANTBHOM
MH(OpPMalHel, a Takxke 0beceunBaeT ux 00si3aTe/IbHOE MpUMEHEHHe.,

3.4 Oprad no Bammpammu u BePHQUKALMK  OCyIecTBseT 06paboTky
MH(OPMALHK, B TOM YuCle KOH(HIEHIMATBHOH, HCKITFOUYHTENbHO B LEJISIX BBITOJHEHUS
CBOUX 00513aTeNIbCTB Mepes 3aKa3quKaML,

3.5  Oprau no Banumamuy u BePH(DHKALMK IAPHUKOBBIX Ta30B IIPU3HAET, YTO €ro
JAKa3IUKH MMEIOT NIPaBO HA 3aIIUTY M0G0 MpefocTaBIseMoi MMH HHQOPMAIHH, a TaKKe
4TO  obecrieyeHHe  paBHOBecHs MEXKIY  TpeGOBaHMSIMH,  CBA3AHHBIMU
KOHQHACHIMANLHOCTBIO 1 PACKphITHEM  HH(OpMaUMM, Bauser Ha JIOBEpHE
TPEATIONATaeMBIX TOJIB30BATENEH M HA WX TMOHHMAHHE 3HAY€HHUs OCYLIECTBISEMO
ACSTCTILHOCTH 110 BANTHAAIMH UIIU BEPH(BHKAIHM,

3.5.1 3a wuckmovennem MHQOPMAIMK, KOTOPYID CcaM 3aKas3uuk pasmeiiaer B
OTKPBITOM JIOCTyIle, a TaKkKe Clly4aeB, 3apaHee COIIacoBAHHLLX MEXy OpraHoMm [0
Ballulaln ¥ BEPUQUKALMM W  3aKA3YHKOM, BCS  HHAs MH(pOpMAaLMI cyHTaeTcs
MH(QOPMAITHEH, SBATIOmEHCs cOBCTBEHHOCTRIO 3aKa34yHKa, u pacCMaTPUBAETCS OPraHOM I10
BajlMlauuy v BepuUKaLMi Kak KOHGUIEHIMATbHAS,

3.6 B cmyuae ecnm B COOTBETCTBHH c 3aKOHONATENBHBIMH UJIM JOTOBOPHBIMH
TPeOOBaHUAMH  Opra Mo Balufain W Bepupukauuum  06sf3aH  pPa3rIACHTEH
KOH(HIEHIMATBbHYI0 MH(POPMALMIO, 3aKa3duK WIA 3aMHTEPECOBAHHOE JIMIIO, JIOJIKHBI
OBITh YBEIOMJIEHEI O pa3riameHm MH(DOPMALIHK, €CITH TO He 3aIpelIeHO 3aKOHOM.

3.7  Hndopmauns o 3akasumke, TTOJIyYCHHAsI HE OT HEro camoro (Hanpumep, ot
fioflaTenst JKamoObl WM OT peryIHpYOMIEro OpraHa) OpraHoM [0 BaJWAAlUM ©
BepU(UKAIINU He coodmaercs 3aKasiuKy, €CIIH 3TO HE COIVIAaCOBAHO ¢ MUCTOYHHUKOM TAKON
uH(pOopMaIHH.

3.8 Ilepcomain oprana mo Bammunamuu u BEpU(UKALIMK, BKIIOYAS YWICHOB OGO
KOMHCCHM HIIH KOMHMTETa, COTPYIHMKOB OpraHM3aluii, Y4JacTBYIOIIMX B Ipoleccax
BaJMIaluN UM BePUDUKALMK TI0 ayTCOPCHHTY, a Takke HHbIE Juua, NEeHCTBYIOIIHE OT
MMEHH OpraHa rno BallUJalMU U BepH(DUKALMH 03HAKOMJICHBI C Hacrosgmum [TonoxkeHuem
KOH(MICHUMATLHOCTH OpraHa [0 BAMMAALME M BEPHOHKALMH MapHUKOBBIX Ta30B W
00s13yeTcss  cobmoaaTs KOH(HUICHIHATLHOCTh  Beeii MH(OpPMaLUK, MONYYeHHON WK
CO3/IaHHOM B MPOLIECCE OCYIECTRICHHS IeSTeIbHOCTH 110 BallUALUK WIN BepUPHUKALIHH.

3.9  Hacrosimee Ilonoxenue KOH(GUIEHIHATBHOCTH OpraHa 1o BaJIMJALMH H
BepUDHUKALMH NaPHUKOBBIX Ta30B PasMEIlCHa B OTKPBITOM JOCTyIE HA OQUIHATBHOM
CaHTe OpraHa Mo BalTWaUMy U BepUDUKAIMU B HH(POPMAIIMOHHO-TENeKOMMYHUKAIIHOHHOM
ceTn «MHTepHeT», a Takke MOHSTHA W AOCTYIIHA INEPCOHAy opraHa Mo BalWJalldd U
BePHGOUKALNH, TIPE/IIoIaraeMbIM NIOJIE30BATEJISIM, B TOM YHCJIE 3aKA3UUKAM.

3.10 JloxansHas ceTh oprana mo BaluIau¥l U BepU(pHKALUK MAPHUKOBBIX I'a30B
Beloenena B otnensusiii VLAN c nojcetero 10.0.40.0/24

Bes poxymenranys u assku XpaHATCA Ha cepBepe nextcloud ma 6aze OC ubuntu
server 22.04 LTS, HaxonsuieMcs B IaHHOM ceTH.
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K stomy cepsepy Bo BTOPOH ceTeBolt mHTepdeiic moakmouen NAS s 3aja4
PC3EPBHOI0 KOIMPOBaHUS.

NAS B nokansayio cets u MHTCPHET OCTYNa HE MMeeT (PU3MYECKH, YTO SBISeTCS
MEpOH ISl peoTBpaIieH s KOIMPOBAHYS U Mepefiayu JaHHbBIX TPETHUM JTHIIAM.

Y Kax0ro coTpyaHmuKa ecTs AOCTYI K 00/Ia4HOMY XPaHHIIHILY C THYHBIM JIOTHHOM
U naponeM. JlomoaHUTENBHO cepBep nextcloud wactpoen Ha [IPUHY TUTETTBHYFO
IBYX(haKTOPHYIO aBTOPH3ALIHIO TIOCPENICTBOM TPHJIONKEHHS. B MOOGHIBHOM Tesnedone
Moe30Batens (Hanpumep, Suneke Koy, Google Authenticator u ap.).

Pykosonurens oprana cosmaer AUPEKTOPHU BHYTPH o0JlaKa U NMOMEINIAeT B HUX
HEOOXOMMMBIE 111 PaGOTHI AOKYMEHTBL. PykoBomurens oprama moxer HacTpauBaTh
AOCTYIL 111 KOHKPETHBIX COTPYAHHKOB B 3aBHCHMOCTH OT 3aJayd, yaamaTte u
BOCCTaHaBIUBaTh (aiiiel. PykoBomuTens u 3amectureny OpraHa UMEIT JIOCTYII KO BCEM
[IallkaM, SKCHEPThI TOJBKO K CBOHM JIMYHBIM. OKCIEPT B cllyyae HeOGXOIUMOCTH
JIOTIOTHUTENIEHOTO 3aIpoca JIaHHbIX JI0KEH CO3MaTh TallKy W BHEIIHIOK CCHUIKY K Heif,
ATy CCBUIKY HEOOXOAMMO HANPaBUTh Ha 3JICKTPOHHBIN aJ[pec 3aKa3yuKa ¢ LeJlbio 3arpy3Ku
AOTIOJIHATEIBHBIX TaHHBIX 3aKA3YHKOM.

Cepsep pa3 B 1Ba nHs cosnaer PE3CPBHbIE KOIIMK I0KYMEHTOB, KOTOPbIE JIOCTYIIHEI B
TeueHue Mecsita. Cpok XpaHeHUs JaHHbIX B Kop3uHe — 4 mecsua.

Tak »xe B manno# moxcern maxomsites 3 pabouux MecTa COTPYIHMKOB opraHa c
ycTanosneHHbM 10 OfficeStd 2016 SNGL OLP NL, TTO Kaspersky Endpoint Security
2012-2022 u 10 FQC-09481.

Cepsep nextcloud UCTIOJNIB3YET Ssl u nocTyneH mo agpecy:

https://veriﬁcation.ciscenter.org/
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Jluer corytacoBanus

JIucT cornacosanus

OHO JlomxHocTs IMogmnuce Jara
Bunorpanosa Pyxosoaurens oprana no
Exartepuna BaJIMALMH U BepH(DUKALIK 57 Aot Z
Huxkonaesua NAPHUKOBLIX Ta30B il
3aMecTuTeNnb PYyKOBOIHTE IS
Peweraps Osnpra OpraHa 1o BaJuAal|H U [ZJ/Z{/' 5 1 oAl
AHaToJIbeBHA BePUDHKALNUK APHUKOBBIX

rasoB

Kynakos Cepreii
AnexceeBuy

3aMeCTHUTEND PYKOBOIUTE IS
Oprasa o BaJuaaluy U
BepU(pUKALHK TAPHUKOBBIX
ra3on
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