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Hacrostmee IMonoxenue paspaGorano Bzames CM I [1-2-2 (01 05.12.2022) B e
peanuszanuu tpedoBanuii 1. 10.4 TOCT P UCO 14065 — 2022, TOCT P UCO/MDK 17029-
2022 u onpenensieT mopsI0K yIIpaBIeHHs KOH(UICHIMATLHOM HH(opManueif B oprane no
BAIMIAUMH M BEPU(DHKAIMM TAPHUKOBBIX TIa30B ACCONUALMS «HexomMepueckoe
IapTHEPCTBO KoopaMHalMOHHO-HHPOPMALHOHHEIH LIEHTp rocymapcrB-yuactHukos CHI
IO COMMKEHUIO PETYIISTOPHEIX IPAKTHK (Hajee — Accommanuu «HIT KUL] CHT »).

1 O6aacTh npuMeHeHHs

TpeboBanus nacrosmero Ilomoskenws PacIpoCTpaHsIOTCS Ha BCEX COTPYIHHUKOB
OpTaHa I10 BalMJaluH H BepH(DPHUKALUK TAPHUKOBEIX I'a30B Accoumarnmn «HI1 KWL CHI'»
(masiee — opraH 0 BalHIANMHA U BepUDHKALIHY, oprat o BuBIII"), a Takxe npusnekaembix
OKCIEPTOB 110 KOHTPAKTY, NMPHBICKaeMbIX OPraHM3aluii 10 JJOrOBOPY ayTCOPCHHra IJis

OKa3aHMS yCIYT MO BalHAALKK M BEPUQHUKALMK M BCEX JHII, AEHCTBYIOIIMX OT MMEHH
oprana BuBIII".

2 HopMaTuBHBIE CCBIKH

I'OCT P UICO 14065-2022 OG1me IpUHLMIBL ¥ TpeGOBAHMS K OPTaHaM [10
BallUJallii U BEPUPUKALMHN SKOJIOTHIECKON HH(POPMAIIUH.

I'OCT P UCO/MOK 17029-2022 Ouenka cootBercTBHS. OBIIMe NPUHIMAIEL 1
TpeOOBaHMs K OpraHaM II0 BaJMAAIWU U BepU(pUKALIUH.

3 TepmuHBI U onpee/IeHUs

B HacTosIeM [Tomoxenun HCII0JIE30BaHEI CIICAYIOMIHE TEPMHUHBI H OIIPEOCICHUS :

3aKkasyuk (KJIHEHT) - OpraHu3anus WX JIMIO, 3alpallliBaioONIee BATHIALMIO WK
BepU(DUKALIHIO;

KondunenunanbnocTs nnpopmManuu - TpeGoBaHUe He pasriamaTh HHMOPMALMIO
TPETBHM JIMIaM 0e3 cornacus ee oOnanatens, o0s3aTeNbHOE s BBITOJTHEHHUS JIUIIOM,
MOJTYYHBIINM JOCTYII K OIpe/ie/IeHHOM HHpOpMAIIHK;

Kondpunenuuansnas undopmanus - cBeieHds B o060l 06beKTUBHOH (opMme,
AOCTYIl K KOTOPBIM OrPaHMYMBAETCS B COOTBETCTBMM ¢ IlomoxkeHHWeM W pasriamieHue
KOTOPBIX MOXET HAaHECTH MaTepUallbHbIN, PEMyTAllMOHHBIA MM MHOM yuiepb MHTepecam
OpraHy Mo BalHIAlMH M BEPH(QUKALUH, €ro pPadOTHHKOB, U B OTHOIIEHHH KOTOPOM
Accoumnanuei «HIT KML] CHI'» BBeZieH pexuM KOHQHUICHIHATEHOCTH HH(POPMALIUH;

Ilpeamonaraemplii moJb3oBaTeab - (GH3MYECKOE MO WIM OPraHU3aIWs,
HICHTHQUIIMPOBAHHBIE TEMH, KTO IIPEJOCTABISET OSKOJOTHYECKYI0O HH(OpMALHUIO, B
Ka4yeCTBe CyOBEKTOB, KOTOPBIE HCIOIB3YIOT 3TY MH(POPMAIIHIO MPH PHHATHH PELIECHHMIA.
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Ipumeyanue 1 — TlpeamonaraéMbIM MOJIL30BATENIEM  MOTYT OLITH 3aKa’uuK (KJIMEHT),

OTBETCTBEHHAS! CTOPOHA, COOCTBEHHHK MPOTPAMMBI, PETYIMPYIOLINe OPraHElL, ¢uHaHCcOBOE COOOIIECTBO,
IMHPOKas OGIIECTBEHHOCTh WM APYrHe 3aHHTEPECOBAHHBIC CTOPOHEL, TAKHUC KaK MECTHBIE cO00IIEeCTBa,
NPaBUTE/LCTBEHHBIE OPraHbl, O0IICCTBEHHBIE

WA HEIIPaBHTCILCTBCHHBIC OpranH3aliy.

OTBeTCTBEHHAS CTOPOHA - JIMLIO WM JIMI@, OTBETCTBEHHBIE 3a MPEIOCTABICHHE
fexnapanuu 06 9KOIOrHIecKol MHYOPMALUH U HOATBEPKaaroNIeH HHPOPMALIHH.

Ipumeyanue 1 — OTBETCTBEHHOH CTOPOHOH MOTYT OBITH OTAENbHBIC U@ HIH HPCACTABATEIH
OpraHM3alli| WK IPOEKTa IubO CTOPOHA, KOTOpas IPUBIICKaeT BepruKaTopa WK BaIKIaTOPA.

Ipumeuanuie 2— OTBETCTBEHHOH CTOPOHOH MOYKET OBITh 3aKa3IUK (KHeHT).

Jkojornueckass uHdopManus - TpPeIMET PAacCMOTPEHHs KadeCTBEHHOTO HIIH
KOJHMYECTBEHHOTO XapaKTepa, KOTOPbIi OTHOCHTCS K YCIOBHSM OKDYXKAOIIeH Cpebl
(9KOJIOTHHYECKOM CHTYAIIUH) WIIH 3KOJOTHHYECKOH pe3yIbTaTHBHOCTH

Ipumeyanue 1 - DKOIOrHYeckas MHQOpPMalMs MOXET BKIOYATh 3ajBICHUC U
YIBEPIKIEHHUs, KACAIOIIMECs BBHIOPOCOB MAapHUKOBBIX Ta30B, NOIVIOMICHHS MapHUKOBBIX
ra3oB, COKpAIlEHWs BBIOPOCOB MM YBEIWYEHHs IIOIJIONIEHNS TapHUKOBBIX Ta30B
OpraHu3alliy, TPOEKTOB, SKOJIOIrHYECKUX CIIC/I0B.

4 OO0 e MoJIoKeHHs

4.1 Oprar no BuBII[' HeceT OTBETCTBEHHOCTh 3a YNpaBJeHHE (B TOM HHCIE
obecriedeHre KOHGbHIEHIHATLHOCTH) Beeit nHGOpMale, NoNyuYeHHONW MM CO3aHHOH B
XOJe BBIMIOJHEHUS JEATENBHOCTH II0 BalUAaluu / BepU(UKALUU SKOJIOTHYECKOU
uHQOpMaLMK.

4.2  TloamucaHueM JOTOBOPA HA OKa3aHHe YCIYT MO BaIUJALUHN UM BEpUDHKAIIMU
SKOJIOTHUYECKOM HHpOPMALIKH, 3aKa34hK BRIPAKAET COIIacke ¢ TPeOOBAHUAMHU HACTOSIIETO
[Tonoxenus. B ciaydae Hecoryiacus 3aka3duka ¢ TpeOOBaHMAMH HacTogmero Ilomoxenus
OKazaHWe YCIyr [0 BalWAAlldM WIA BepH(QHKAIMUA HKOJIOTMYECKOH WH(pOpMaImu
He3aMeTUTEIbHO MPeKpallaeTcs.

5 TpeGoBaHusi MO yNpaBaeHHI0 KOHPHAEHIHAILHOH HHOpManHei
5.1 O6asamenvcmea pykosodcmea opeara no BuBIII’

5.1.1 PykoBoactBo oprana o BuBIII" Accounannu «HIT KWL CHI » rapanTupyer,
yT0 KOH(UIOEHIHaANIbHAas WH(pOpMaIMs, [OIy4YeHHas WIM CO3[aHHas B IIPOLECCE
BBIIIOJIHEHMs JIESATEIBHOCTH 10 BaJuJallMid WM  BepU(UKALMH  SKOJIOTUYECKON
uHbOpMaIui, oXpaHsaeTcs U He Oyzaer pasriameHa. [Ipu atom opran no BuBIII' 3apanee

MpeacTaBJIACT 3aKa3uuKy CBCIACHHA 00 HH(i)OpMaL[HH, KOTOPYHO OH HaAMEPECH PasMECTUTL B
OTKPBITOM OOCTYIIC.

5.1.2 PyxoBomctBo oprana mo BuBIIT rapanTupyer coOmroneHne nepcoHaioM
KOHGUIEHIIMAILHOCTH BCel MH(pOpMaluu, MOJNYyYEHHOW WM CO3JaHHOW B IIpOLECCE
OCYIIECTBIACHUS MEATEeNBHOCTH 110 BaJWJALUM WM BepHQUKAIUU 3KOJOTHYECKON
uHhOpMallMU, KpOMe TexX Clly4aeB, KOIrJa HMHO€ YCTAaHOBIIEHO 3aKOHOAATeIbCTBOM
Poccuiickoit ®@enepanvu, mocie 3aKIOYEHHMs MEXJAy OpraHoM II0 BajlWuIalldd M
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BEPUDHKALMY U JTULAMH, BOBICYECHHBIMHU B JEATEIbHOCTD 110 BaTH/IALMA ¥ Bepudukanmy,
COOTBETCTBYIOILMX COTTAIEHUH 0 KOH(DHIEHIUATHHOCTH.

5.1.3 Opran nmo BuBIIl' rapanTupyer Haiuume Bcex HEOOXOJUMEIX CPEJCTB IUisi

Ge3oracHoro obparieHus ¢ KOHQHICHIHATBHON HH(OpMAaIIHeH, a TakkKe 00ecIeynBaeT ux
00s3aTeNIbHOE TIPUMEHEHHE.

5.1.4 Opran nmo BuBIIl' ocymecTsiser 00paboTKy MH(pOpMaLHK, B TOM YHCIe

KOH(l)H,[[eHIH/Ia.HBHOﬁ, HCKJIFOYHUTEIIBHO B LENSX BBINIOJIHEHHSA CBOHUX 00s13aTeNbCTB nepen
3aKa3yHuKaMH.

5.1.5 Opran BuBIII" npusHaer, 9To0 ero 3aka3qyuku IMEOT IIPaBO Ha 3alIUTY JIH000i1
NPENOCTAB/ISEMON MMM HH(MOPMALUHK, a TaKKe 9YTO obecredyeHHe PaBHOBECHS MEKITY
TpeOOBaHUAMM, CBSI3aHHBIMH C KOH(MIECHIMATBHOCTBHIO U packpeITHEM HHOOPMAIUH,
BIMACT Ha JOBEpHE IIPEAIOaraeMbIX II0JIb30BaTelle M HAa MX TOHUMAHUE 3HAYCHHS
OCYIIECTBIIIEMOH ASSTENBHOCTH 110 BATMAALMH WJIH BepU(DUKALIIH.

5.1.6 3a wuckmovenueM uHpOPMAIWH, KOTOPYH) CaM 3aKa3uyuK pasMeniaetr B
OTKPBITOM JOCTYTIE, & TAKXKE CITy4aeB, 3apaHee COrNIaCOBAaHHbIX MEX1y opraHoM 1o BuBIIT
W 33aKa34yuKoOM, BCA WHas MHQOpPMALUs cuuTaeTcs HUHPOpPMAIHe, sBIsOmeiics
COOCTBEHHOCTBIO 3aKa34MKa, U PACCMATPHBAETCS OPIaHOM [0 BAIMAAIMH U BepUDUKAITUH
KaK KOH(DHUAeHIHaILHAS.

5.1.7 B ciayuyae eciu B COOTBETCTBUM C 3aKOHOAATENBHBIMH HIIH I OTOBOPHBIMH
TpeOoBaHusMU opraH 1o BuBIII™ 06s13an pasriackTh KOHOHIEHIHAILHYIO UH(pOpMAIIHIO,
3aKa3YMK WJIM 3aWHTEPECOBAHHOE JIMIIO, MOJDKHBI OBITH YBEIOMIIEHBI O pa3IiIalleHHH
MH(pOPMAIIUH, €CITH ATO HE 3aIPEILEHO 3aKOHOM.

5.1.8 Mudopmanus o 3akasyuke, IMOJyYeHHAs HE OT HEr0 CaMoOro (Hanpumep, ot
roJiaTesist JKauo0sl MIIM OT PerylIupyromero oprana) opranom no BuBII He coobmaercs
3aKa34MKy, €CIIH 3TO HE COIIaCOBAHO C HCTOYHUKOM TaKOH HH(POPMALIUH.

5.1.9 PaccmoTpenue xanob u ane/uiimii Ha pemenus oprasa no BuBIIT npoxoxut
¢ cobmoaenueM tpeboBanuii HacTosmero [logoxeHus.

3.2 Tpebosanus k  cobniodenuto  nepcowarom  opeava no  BuBIIT
KOH@UOEHYUATbHOCIMU UHpOpMayuu

5.2.1 Tlepconan oprana no BuBIII" (mraTHble 9KCrepTHl WM NpUBIEKAaEMbIe IO
KOHTPaKTy), a TakKe OpraHu3allid, IpHUBIEKAaeMble [0 JOrOBOPY ayTCOpPCHUHTa
(ne¥icTByromue oT MMeHH oprana mo BuBIID), coxpaHsioT KOH(QUIEHIUAIEHOCTD BCEH
MH(pOPMAIIHH, MOJIyYeHHOM WK CO3MaHHON B XOJ€ OCYIIECTBICHUS IeATeNbHOCTH oprasa
no BuBIIl'. OO6s3anHOCTH 10 COOMIOAEHHIO HAcTOSLIEro [lOJIOKEHHS BKIIOUEHBI B
JAOJDKHOCTHBIC HHCTPYKIMH INTAaTHBIX COTPYJHHKOB opraHa. Takxke oO0s3aTeIbHBIM
NPUJIOKEHUEM K KOHTPakTy C [pUBIEKaeMBIMH 3KCIlepTaMu opraHa 1o BuBIIT
npuBoanTes CornameHue 0 KOHOUIEHIUATEHOCTH.

5.2.2 Ilepconan oprana no BuBIII, Bkiro4ass 4iieHOB 1I000H KOMHUCCHU WA
KOMUTETa, COTPYAHHUKOB OPraHM3alluii, y4acTBYIOIIMX B Npolleccax BaJHAALMH MM
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Bepu(MKaIUK 110 AyTCOPCHHTY, a TaKKe HHbIC JIHLa, JEHCTBYIOIIHE OT UMEHH OpraHa 1o
BaTHIAlMH ¥ BepUMKALMM  O3HAKOMIeHbl ¢  HacrosuM  Ilonoxenuem 0
KOH(UIEHIIMAIBHOCTA MH(OpPMALMK OpraHa Io BuBIII' u o06s3yeTcs cobmonarhb
KOH(UIEHIMATBHOCTE Bcel uH(bopmaruy, MOJy4eHHONW MM CO3JIaHHOW B IIpomecce
OCYIIIECTBIICHUS I€ATEIBHOCTH 110 BalUJalVH UK BepuUKaLUH.

5.3 Jlocmynnocmo Hacmosuye2o Ilonoscenus

Hacrosiee TTonoxeHre pa3MeNieHo B OTKPBITOM JOCTyIE Ha O(QHIMANbHOM CanTe
OpraHa o BaJHMIalUd U BEpU(QUKAILMU B UH(OPMAIMOHHO-TEIeKOMMYHHUKAIIHOHHOH CeTH
«HuTepue https://vv.ciscenter.org/, a TakKe IMOHATHO U JOCTYITHO NEPCOHAITY OpraHa Io
BuBIII', npeamnonaraeMbiM I10JI530BaTENISIM, B TOM YUCIIE 3aKa3qHKaM.

5.4  O6ecneuenue 3auumel KoHpuUOeHyuUanbHol uHpopmayuu

JlokanpHas CeTh OpraHa II0 BalWOalMKd M Bepr(hUKAIMK [apHUKOBBIX I'a30B
Brinenena B otaenbusiii VLAN ¢ nmozacetsto 10.0.40.0/24

Besi OKyMEHTAIUs M 3asBKU XpaHsTCs Ha cepBepe nextcloud, pasBepHyTOM B BUJIE
BUPTYaIbHOM MammHbl Ha Gaze OC ubuntu server 22.04 LTS Ha rumepsusope B HEHTPE
06paboTKH JaHHBIX opranusauy. K runepsusopy moakmoden NAS st 3axad \pesepBHOTO
KonmupoBanus. Y pykoBoauTens opraHa no BuBIII' u ero 3amecturens €CTh AOCTYN K
06TauHOMY XPaHWIMILY C HACTPauBaeMbIM OrPaHHYEHHBIM JOCTYIOM. PyKoBOAHTENb
oprana no BuBIII" co3gaeT AMPEeKTOPHHE BHYTPH 00Nlaka M TIOMENIAET B HUX HEOOXOMUMBIe
JUTSt paboThl JOKYMEHTBI.

CepBep pe3epBHOIO KONMPOBAHWS aBTOMATHYECKH [0 PACIHCAHHIO pa3 B CYTKH
HOYBIO CO3[a€T UHKPEMEHTAIbHYIO PE3ePBHYIO KONMIO BUPTYyallbHOHW MAIIMHBI CO BCEM
comepKUMbIM. IHKpeMeHTaIbHbIe pe3epBHbIE KOIIUU XPAHATCS CEMb JIHEH, TaK )Ke XpaHITCsA
nocneiHue 4 HelleNnbHBIE pe3epBHEBIE KOMHH, 12 MOCIeHUX MECAUHBIX KOMUM U 1moce1HAsA
rojioasi pesepsHas komusi. Cepep nextcloud ucnosbsyer ssl u mocTymeH mo ampecy:
https://cloud.ciscenter.org/ .
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